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Abstract ⎯Considering the vital issue of disaster management 
and the requirement of its additional development due to the 
increase in the rate of disasters over the recent years, using 
new technologies in all stages of disaster management 
including preparation stages for pre-disaster periods, reaction 
to disaster during its occurrence as well as the post-disaster 
reconstruction is very important. Therefore, the capacity of 
IoT in creating intelligence in objects to investigate different 
environmental parameters, the capacity of analyzing 
information, the intelligence required to predict some events 
and consequently, responding timely to any event and even 
proposing programs and systems for human performance are 
very effective in managing disasters. The existing resources for 
investigating the usages of Internet of Things (IoT) in disaster 
management could each address a particular aspect of this 
application. This paper has attempted to present a 
comprehensive view regarding the different dimensions of 
application of IoT in disaster management. The advantages 
and disadvantages of this application are mentioned, some 
instances of previous systems and models have also been 
discussed. The novelty of this work is the extent of examined 
dimensions and also addressing what can be done in different 
kinds of disasters. 
Keywords⎯Internet of Things (IoT), Disaster Management, 
Earthquake, Flood, Fire, Challenge.  
I. INTRODUCTION 
The growth and development of industry and 
population has caused climate changes, production of waste 
and pollution (thermal, chemical, radioactive, etc.) on a 
global scale, and consequently, the occurrence of numerous 
natural and man-made disasters in higher rates. This reveals 
the necessity of more investigation and investment for 
dealing with these disasters. In recent decades, disaster 
management has become one of the critical concerns of non-
governmental organizations as well as governments. The 
growth of new technologies has always changed the form of 
disaster management, as the tools and capacities of human 
beings vary based on current technology. With the 
appearance of IoT, many plans have been proposed and 
implemented in the fields of making preparations, predicting 
situation and controlling the post-disaster conditions. IoT 
can accelerate every step of disaster management process 
and optimize the resource allocation. Using IoT technology 
in disaster management has many advantages the most 
important of which are: (i) Ability to visualize the 
operations more precisely, (ii) Creation of further 
information resources which are faster and more accessible, 
(iii) Creation of the required infrastructures for the 
involvement of all stakeholders in disaster management, (iv) 
Optimization and simplification of all emergency 
management processes [1]. The tremendous advantages of 
using IoT in disaster management have provided the 
required motivation to examine this issue. Technologies 
always try to produce solutions to the real-world problems. 
With the emergence of any technology, many concerns and 
opportunities are revealed which make us examine every 
aspect of it. Therefore, in this paper, we have discussed and 
examined the various aspects of the application of IoT in 
disaster management. In order to examine the issue, in 
Section 2, the concepts of the paper’s working area i.e. IoT 
and disaster management are briefly presented. In Section 3, 
the effects of using Internet of Things in each phase of 
disaster management are examined. In Section 4, the 
infrastructures and technologies required to implement 
practically the plans are introduced. In Section 5, the issues 
and challenges existing in this field are mentioned. In 
Section 6, the application of IoT in several types of natural 
disasters is described specifically and finally in Section 7, 
the paper is concluded. 
II. A REVIEW OF CONCEPTS 
A. Internet of Things 
The concept of Internet of Things refers to the creation 
of awareness and understanding in the virtual or real objects 
that lead to their independence and decision-making in 
different situations as well as the capacity to connect and 
cooperation between them to make joint decisions (if 
needed) which happens by receiving information from the 
sensors and then, analyzing them or sending them to other 
nodes of the network [2]. 
Although it is only two decades since we know this 
technology with its current title, this objective has been 
lasted for a long time; even before the official introduction 
of the Internet of Things, its significant implementations 
have been existed. Here, the highlighted points of the 
Internet of Things development trend, which has a direct 
effect on its use in disaster management, are illustrated in 
the Fig. 1.  
In recent years, IoT has been followed more seriously 
and has been used in all areas of technology and everyday 
life as well as industries, as such the existence of IoT in  
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homes, cities, agriculture, health, and disaster management. 
Predictions represent the impressive effects of IoT in the 
near future.  
B. Disaster Management 
The term “disaster” is used when the imposed damage 
exceeds the potential of a community to respond to it and 
the community requests for the external assistance to 
overcome the condition. Since a disaster is surprising and 
gives the respondents a short time to make decisions, 
responding requires pre-determined planning and strategies 
and therefore, the term “disaster management” is defined 
[3]. Disaster management includes a set of actions and 
attempts made to identify threats, to respond them and to 
reconstruct a society with disaster. Disaster management can 
be categorized in four general phases based on the current 
definitions; risk reduction, preparation, response, recovery 
[4]. 
III. EFFECTS OF IOT ON DISASTER 
MANAGEMENT 
Technology and specifically, the IoT can recognize and 
predict the critical situations and crises, prepare for the pre-
conditions and manage the possible post-disaster situations 
and resources. In this section, the effects of Internet of 
Things technology on every stages of disaster management 
have been discussed. 
In the risk reduction stage, which must take place 
before the occurrence of a disaster, embedding sensors in 
various regions where the potential for danger is high can 
control the atmospheric and environmental conditions and in 
the case of danger, prevent many financial and life damages 
with early warnings and preparations. As an instance, using 
a temperature, humidity, ultrasonic, gyroscope, or a smoke 
sensor is able to recognize abnormal temperature, flood, 
earthquake, and fire respectively by continuous monitoring. 
In all the mentioned cases, reacting against the existing 
danger including warning alarms to the residents at these 
regions and the use of danger mitigation tools such as a fire 
extinguisher can be performed automatically [5]. Also, 
space technologies play an undeniable role in accurately 
visualizing the movements of the Earth in all areas. Satellite 
images provide a favorable view regarding the disaster-
prone regions such as earthquake and the Geographic 
Information System (GIS) helps defining and developing 
disaster management infrastructures [6]. 
In the preparation stage, using the pre-stored data and 
their analyses can help creating some models to simulate 
possible disasters. If some models faster than the real-time 
models are accessible, it is possible to estimate and predict 
the damaged areas and the severity of damages even before 
the prevalence of disaster effects [7]. Simulating the space 
and location of disaster and using technologies such as the 
virtual reality have the capacity of increasing the preparation 
of the critical and important members of the emergency 
response system and improving disaster management 
methods [8] as well as training how to deal with the mental 
conditions and environmental problems in the event of a 
disaster and how to avoid the physical damages to the public 
[9].  
In the response stage, collecting information about 
situation is the fundamental and determinant section to 
satisfy the primary requirements after disaster. Social 
networks such as Twitter are valuable sources of 
information for two-sided communications between people 
and management organizations [10]. the mentioned cases 
include Cisco's Tactical Operations , a satellite-based 
telecommunication strategy with the cloud teleology, 
SERVAL, a technology with the possibility of direct 
communication of mobile phones even if the network is not 
covered, and TERA, a text messaging system to make 
connection between people and relief organizations [11] that 
all designed to facilitate the communication during disaster. 
After discussing the data collection, the issue of first aids is 
raised and inadequate management may lead to financial 
and human resources losses [9], therefore Felix Wex et al. 
[12] presented a model for optimizing the scheduling and 
giving responsibilities to rescue units in disaster situations. J 
Sathish Kumar et al. [13] have also presented a real-time 
model for realizing an applicable method in disaster 
management operations and rescue plan. 
In the recovery stage, IoT can help examining disaster 
damages and effects, performing the determined recovery 
plans, and investigating continuously the remaining 
financial and human resources in compliance with the 
unresolved damages [14]. For instance, the system proposed 
by Reza Nourjou et al. [15] is a software for the real-time 
monitoring of the power outage and its macroeconomic 
losses whose usage can optimize the energy-related 
decisions in crises.  
Based on what has been stated, the Internet of Things 
has a considerable potential for developing disaster 
management that can be converted into a fundamental 
pattern on the agendas of the relief organizations. This 
section is condensed in Fig. 2. 
This concept can be converted into a fundamental and 
constant pattern on the agendas of the relief organizations, 
but it is obvious that using the technology tools requires 
infrastructures on which IoT can be implemented. 
IV. INFRASTRUCTURES REQUIRED FOR USING 
IOT IN DISASTER MANAGEMENT 
Considering the requirement of implementing the 
existing plans on a set of devices and protocols, the structure 
of the Internet of Things technology and then, devices, 
systems and frameworks used in its implementation are 
introduced and also, the examples of using them in disaster 
management systems are mentioned. 
A. Layered Architecture of IoT 
Based on different viewpoints, the architecture of the 
Internet of Things can consist of different numbers of layers 
whose most basic one is the three layered one including 
perception layer, middleware layer, and service layer [16]. 
B. Technology used in each layer 
The technologies required to implement the architecture 
are as shown briefly in the Table I [17]. 
C. Using IoT Architectural Models in Disaster Management 
The existence of a range of the required technologies 
for each layer with significant structural and physical 
differences, as some of them mentioned above, allows 
developers to have many options to improve the 
performance of their systems. For example, Naser et al. [18]  


















Fig. 2 Effects of IoT on every phase of disaster management 
proposed a framework for tracing and representing the 
key parameters of responding to disasters by adding a 
cognitive component to an important infrastructure. 
Infrastructures themselves are disposed to the damage and 
destruction during crises, therefore the real-time awareness 
of their status can improve disaster management. In this 
framework, when a disaster occurs, the collected parameters 
in the environment are analyzed according to the type of 
devices embedded in the system either inside the system 
structure or through the cloud computing and are presented 
to the relevant authorities in order to have information about 
the conditions and respond to the infrastructure damage in 
the best possible manner during a disaster. The three-layer 
system considered in this framework consists of the first 
layer: the physical objects and environmental factors, the 
second layer: a network for collecting, storing and 
transferring the data to the next layer and the last layer: 
some programs for examining and further analyzing the data 
and finally, making decision on the existence of an accident 
and responding it if required. Also, Talat Butt [19] proposes 
a comprehensive, intelligent and fog-based scalable 
architecture which can be implemented for all types of 
disasters. The architecture presented in this work consists of 
5 layers. The data source layer consists of the environmental 
sensors, RFID, GPS and even social networks; the 
integration layer consists of infrastructures such as Wi-Fi 
Direct and LTE D2D; The fog layer consists of the fog 
networking nodes which can be the deployed and fixed 
nodes in disaster management system or even devices such 
as smart digital devices or vehicles which have the fog 
performance; the cloud layer consists of the traditional 
centralized cloud infrastructures that include the powerful 
servers and information repositories; the application layer 
consists of a variety of applications which can be performed 
on all lower layers. Other instances are the passive 
localization systems presented by Gabriel Deak et al. [20] 
and they use WSN (WoT) IoT in disaster management 
scenario. Niranjan Kumar Ray et al. [21] proposed a 
communication framework for the post-disaster situations 
by improving some effective features such as the network  
TABLE I. THE LIST OF REQUIRED DIVICES AND TECHNOLOGIES 
IN ORDER TO IMPLEMENT IOT 
Device /
System 
Layer Definition Pros/Cons 
Sensors Perception 
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range of usage 
power, the network delay and lifetime, which were built on 
the wireless ad-hoc networks. 
V. EXISTING CHALLENGES 
Although IoT plays a key role in improving disaster 
management performance, the existing challenges affect the 
implementation of many plans. In this section, these 
obstacles will be discussed. 
A. Challenges of Disaster Management 
Problems and failures on disaster management are 
attributed to two general categories: (i) infrastructures and 
facilities, (ii) human negligence. The essential challenges 
based on the facilities and infrastructures of disaster 
management including the high costs of investing on 
disaster management and inadequate budgets dedicated to 
this area, old and insecure hospitals [22], inappropriate 
approach of hospital systems when dealing with disasters 
[23], weakness of disaster alert systems [24], destruction of 
the infrastructures during a disaster, communication 
problems, and existence of a large amount of information 
[25] create more limitations to examine and respond to 
disasters. Also, human negligence of both disaster 
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consequences. There is not adequate knowledge and 
motivation on disaster management, and as a result, the 
implementation of related programs is not a priority [22]. 
Current programs are not comprehensive and effective [24]. 
In addition, there is not enough preparation [23], skill, and 
awareness of technology [25]. 
B. Challenges of Disaster Management Using IoT 
As mentioned briefly, there are many challenges to 
manage disasters and respond to them. In many cases, the 
IoT comes to help disaster management, but the technology 
itself has many problems. 
Propagation of inaccurate information is possible 
during a disaster which is intensified by the expansion of the 
broad communication networks created by IoT. This error 
may happen due to the error of measurement tools such as 
the physical nodes of the perception layer, the damage and 
defect of the network infrastructures or environmental 
noises. In that case, the process verification of the 
information will be much more difficult. Therefore, the 
secure exchange of information [26] is one of the 
challenges. 
Another considerable point is security, whose 
importance in critical and out-of-control situations will be 
greater. Security issues in the whole disaster management 
cycle are very serious challenges as there are many 
experiences of vulnerability [27] in this regard. Most of 
these challenges happen because of the inherent features of 
this technology such as mobility, scalability, heterogeneity, 
having numerous users under different systems etc. The 
mobility feature of nodes makes the authentication issue 
more serious. Also, the extent of networks and out of access 
points can cause severe security threats as the remote nodes 
can be manipulated. Because of the heterogeneity of objects 
securing the communication of objects will be a challenging 
task [28]. All security threats can be considered as a part or 
combination of its four main types: the device attacks, the 
data attacks, attacks to privacy attempts, attacks to network 
[29]. All types of attacks are conceivable in a disaster 
situation for misusing the conditions and resources, so they 
must be addressed to prevent the possible problems 
If the security protocols are applied which are an 
essential principle, some delays will be provided in the 
system due to the overheads of authentication and 
information verification [30] which have a significant effect 
on responding disaster at high scales with high volume of 
nodes and information, especially when the time is a key 
factor during a disaster. Therefore, more advanced 
techniques should be implemented to optimize the networks 
and communications.  
All above-mentioned points are summarized in Fig. 3. 
VI. RESEARCHES ON IMPLEMENTATION OF IOT 
SYSTEMS FOR DISASTER MANAGEMENT 
In this section, some instances of the IoT-based actions 
taken to manage three deadly and frequent disasters i.e. 
earthquake, flood, and fire are introduced. 
A. Disaster Management and Earthquake  
Since there is not any solution to predict and prevent 
the earthquake, the best action during an earthquake is early  
 
Fig. 3 Challenges of disaster management, IoT, and disaster management 
using IoT 
warning based on the foreshocks to reduce the losses and 
this can be implemented automatically using IoT. 
The system designed by Allu Suresh Babu et al. [31] 
uses the small shocks of the earth to detect the fundamental 
vibrations and then, generates and sends the alert messages 
when an earthquake is detected. In this system, NodeMCU 
platform, the Lua programming language, and M2M (IoT) 
connection protocol are used. The GY-61 DXL335 
accelerometer sensor module is also used to detect the 
dynamic acceleration. Cayyenne software is also used to 
generate and send the alerts. 
The instrumentation system designed by Suma M et al. 
[32] detects the foreshocks using IoT technology. The set of 
components and devices used in this system include a 
piezoelectric accelerometer, an ADC 809 converter, a 
P89V51RD2 microcontroller, a type of 64kB flash memory 
and a 1024 bytes RAM, a vibration sensor, GSM, and LCD. 
the platform uses 8051 and C programming language. 
The system designed by N N Venkatesh Gupta et al. 
[33] senses the conditions in the real-time form, updates the 
data, and activates the alarm systems if an earthquake is 
detected. In this system, NodeMCU microcontroller is used 
as the processing core. The sensors used in this system are 
the type of micro-electromechanical systems (MEMS). 
Thinkspeak is the IoT-based open source platform of this 
system. 
The developed earthquake warning system designed by 
Abdulkadir Karaki [34] detects the non-destructive 
foreshocks, publishes some information on Twitter about the 
beginning and ending time of earthquake and also warns 
residents. The system uses Arduino Mega microcontroller, 
IMU sensor and Grove-Piezo vibration sensor card which 
are capable of detecting vibrations independently. Also, 
ESP8266 WiFi module and a buzzer are used. System’s 
platform is the combination of processing and wiring 
language. 
The early warning system designed by A.M. Zambrano 
et al. [35] can predict the maximum earthquake in the center 
of earthquake up to 12 seconds using smartphones. The 
system was designed in three layers. smartphone nodes are 
used instead of microcontrollers. The devices of the system 
are as follows: WiFi 2G/ 3G / 4G networks and sensor web. 
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Inappropriate approach  
weakness of alert systems 
Inappropriate knowledge and 
motivation 
Inadequate awareness of 
technology 







Challenges of Disaster Management using IoT
Possibility of permeating inaccurate information 
Security and Privacy 
Identification issues 
Delay in responding due to the high scale of networks 
Authorized licensed use limited to: Manchester Metropolitan University. Downloaded on November 02,2020 at 09:04:34 UTC from IEEE Xplore.  Restrictions apply. 
 
81 
The protocols used in the system are MQTT, Network Time 
Protocol (NTP) and a secure socket layer (SSL). 
B. Disaster Management and Flood 
In addition to the possibility of warning when facing a 
flood, considering the nature of this phenomenon, it is 
possible to predict and take actions before its occurrence.  
The model proposed by Massimo Ancona et al. [36] is a 
model of flash flood monitoring system and its related 
warning system. In this model, the previous systems have 
been optimized by IoT platforms. The perception layer in 
this model can be implemented using the intelligent wireless 
sensor network consisting of only rain gauges or river 
gauges, or both. High energy consumption problem can be 
solved by creating a protective layer for each node; in 
addition to the sensor, an ultra-low-power microcontroller, a 
buck converter, a boost charger, and a Texas Instrument 
CC3100 are needed. In this system, all platforms designed 
for IoT can be used. The named platforms include: Axeda, 
Thingworx, M2M Labs, Arduino, etc. 
The system proposed by Wahida Md. Shah et al. [37] 
can approximate and inform the time of flood occurrence by 
controlling the water level using two sensors at two different 
levels and the speed of rising water level. The system uses 
cascade model. The SEN113104 sensor, GSM module, USB 
3G modem Huawei mobile broadband, and Raspberry Pi are 
parts of the system. System uses python language. 
Sandeep K. Sood et al. [38] propose a flood forecasting 
and monitoring architecture based on IoT and HPC and big 
data convergence. In this architecture, there are 4 layers of 
capability to collect, store and analyze big data through 
HPC, but the information is collected by IoT devices. The 
layout models of IoT devices are considered to be hexagons 
for optimality. Data is obtained through social networks, 
databases, and a variety of water level, waterflow, and 
rainfall sensors. The model uses raspbery pi, virtual switch 
software as fog layer, and amazon elastic computing cloud 
as data analysis layer. 
The system proposed by Alisson Slva Suza et al. [39] is 
able to warn the emergency situation using the symbolic 
lights and to inform the responsible centers using the short 
message system and phone calls in order to reduce the 
damage in urban centers. The sensor is HC-SR04, the 
microcontroller is ESP8266 NodeMCU and the 
communication module is GSM. Cloud and Ubidots 
platforms store information. 
The method proposed by Farzad Alamdar et al. [40], 
can evaluate qualitatively the activities of involved 
components, access, exchange and use the large-scale data 
in real environments. In this paper, the problems existed on 
the use of sensor data for disaster management in the inter-
organizational relationships are explored and the most 
prominent of which are as follows: Lack of using the 
existing information, Being limited in supporting the sensor 
systems, Need to change manually the data interface, 
Limitations of utilizing the usable capacity of resources, 
Lack of an integrated information model, Incompatibility 
and heterogeneity in the data, Lack of a common language. 
C. Disaster Management and Fire  
Fire has different types and it can be classified based on 
the cause and location. Forecasting, warning, guiding and 
tracking people and equipment are possible actions to 
reduce the number of losses in fires. Automation can 
increase the efficiency. 
In researches provided by Zhang Ying-cong et al. [41], 
the suggestions on IoT applications in this regard are as 
follows: By equipping the firefighting support tools with 
separate unique identity codes, their status are traceable, By 
monitoring the quality of firefighting tools in all stages of 
their lifecycle their lifetimes increase dramatically, By 
equipping buildings with the automatic fire extinguishing 
systems, the safety against the fire is increased, by making 
homes smart, there is the possibility of remote monitoring of 
the situation, using IoT, if a fire happens, information is 
provided in a coherent and real-time form. 
The system designed by Huixian Jiang [42] uses AI 
algorithms and IoT equipment to control buildings and 
develop an evacuation route model for the safe exit of 
people from public buildings in the fire. If a fire occurs, the 
warning bells will make an alarm sound. in addition to 
showing a safe exit route in real-time, system makes 
emergency calls to the close firefighting units. RFID labels, 
laser rangefinders, and fire-sensitive sensors as well as 
ArcGIS Android SDK 10.1 platform are parts of the system. 
In the framework proposed by Harkiran Kaur et al. [43], 
IoT, cloud computing and fog computing are used to predict 
and alarm forest fires. Temperature, rainfall, wind speed, 
and humidity sensors as well as the database information on 
the climate status such as drought are used in the data 
collection layer. In this system, the computing nodes are 
smartphones. Cloud layer and computations are covered by 
Amazon Elastic Compute Cloud. The fog layer is 
implemented on the nodes as an application based on 
Javascript. 
The structured fire visualization and warning system 
designed by Xiu-Shan Chen et al. [44] combines three 
research areas of IoT, Fire Dynamics Simulation, and 
Building Information Modeling to provide 4 types of 
services for disaster management: fire visualization, 
monitoring the environment, disaster warning, guiding 
people. These services increase the awareness of firefighter 
and reduce the fear and anxiety of people inside the 
building. The role of the IoT is to collect information and 
control the signs. Grove Flame sensors, Carbon Monoxide 
concentration and LED MAX7218 are placed in the real 
space. The system uses Autodesk Revit to implement BIM, 
CAD method to exchange and translate the data, and 
PyroSim to forecast fire components. 
In the studies performed by Yu-xi Guan et al. [45], an 
emergency rescue system has also been simulated using 
ZigBee IoT so that the fire is detected using thermal 
imaging. The information about situation is sent to the 
firefighting centers and hydrant fire extinguishing system is 
activated. Firefighters can find the best path to reach the 
event location. Other capabilities of the system include 
disaster warning facility and contacting relevant authorities. 
RF cards, temperature, humidity and gas concentration 
sensors, GPS, and radio frequency positioning system are 
used. 
The summery of three last subsections are presented in 
Table II. 
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TABLE II. THE SKETCH OF INSTANCES OF APPLICATION OF IOT 

















































































































31  √ √ √ √ √ √ √ √ √ √ √
32 √  √ √  √ √ √ 
33 √ √ √ √ √ √ √ √ √
34 √ √ √ √ √ √ 
35 √ √ √  √ √ √ √ √
36 √ √ √ √ √ √ √ √ √ 
37 √ √ √ √  √ √
38 √  √ √ √ √ √ √ √
39 √ √  √ √ 
40 √ 
41 √ √ √ √ √ √
42 √ √ √ √ √ √ √
43 √ √ √  √ √ √  √ √  
44 √ √ √ √ √  √ √ 
45 √ √ √ √ √ √ 
VII. CONCLUSION AND FUTURE WORKS 
Using IoT in disaster management has become a major 
concern in recent years, therefore a large number of systems 
and models have been presented to detect the risks of 
disasters or offer practical solutions to them with the 
objective of saving lives and reducing damages. Many 
researches have been provided in this area each of which 
deals with specific issues. What is proposed in this paper is 
a comprehensive overview of the positive and negative 
aspects of this application with novel approaches. In the 
approach of examining different phases of disaster 
management, the kinds of tasks that IoT can do in each 
phase were discussed by presenting some instances of 
previous systems and models. In the approach of analyzing 
the required infrastructure, it was determined that most of 
the protocols and devices required to implement the 
intelligent IoT-based disaster management systems are also 
in our daily lives and they are accessible and in some cases 
they are even cheap, therefore, we do not have much 
restriction in this regard. In the approach of examining the 
available challenges, the kind of problems that disaster 
management faces were determined some of which can be 
solved using IoT. Also, it was found that using IoT itself 
creates some problems that they have also been discussed. 
In the approach of examining the use of IoT in different 
types of disasters, three disasters, earthquake, flood and fire 
were selected and analyzed by introducing the previous 
systems in these fields and finally, it was determined that: 
(i) In the field of earthquake, investments focus mostly on 
foreshock based warning systems, (ii) In the field of flood, 
in addition to warning, it can be predicted. Databases and 
the analysis of environmental status records are used in the 
management in addition to controlling the environmental 
parameters, (iii) In the field of fire, in addition to warning 
and forecasting, some systems and models are implemented 
to find the route and guide public and rescuers as well as 
tracing the tools and equipment. Our future works can 
include investigating the application of IoT in other disasters 
including other environmental disasters such as tsunamis 
and human-made disasters such as the pollution of water 
resources. 
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